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BO TRU'ONG BO TAI CHINH 

an ctr Luat An toan thong tin mang nom 2015; 

Can ctr Nghi dinh s9 85/2016/ND-CP ngdy 01/7/2016 cua Chinh phU ye boo 
dam an toan he thong thong tin theo cap d'9; 

Can ctr Nghi dinh s9 142/2016/ND-CP ngdy 01/7/2016 dm Chinh phi" ye 
ngan char), xung d9t thong tin teen mang; 

Can cu Quyet dinh s9 05/2017/QD-TTg ngay 16/3/2017 dm Thu tuOng Chinh 
phU ban hanh Quy dinh ye he thOng phuong an irng ctru khan cap boo dam an toan 
thong tin mang quoc gia; 

Can cir Quyet dinh s'9 632/QD-TTg ngay 10/5/2017 cua Thu Wong Chinh 
phi"' ban hanh Danh flux linh vvc quan tr9ng can uu tien boo dam an toan thong tin 
mang va N thong thong tin quan tong quoc gia; 

,Can cd Quyet dinh,s9 1622/QD-TTg ngdy 25/10/2017 dm Thutuong Chinh 
phU ye yiec phe duyet De an day manh hog d'9ng dm mang lueri Ung dm str c9, 
tang cueing nang lvc cho can b9, b9 phan chuyen trach Ung cdu sir co an toan thong 
tin mang ten toan qu9c den 2020, dinh huong den 2025; 

Can ctr Nghi dinh s9 87/2017/ND-CP ngay 26/7/2017 cua Chinh phil quy 
Binh chirc nang, nhiem Yu, quyen han va co cau to chirc cua B9 Tai chinh; 

, Can ctr Thong to so' 03/201711-1-BTTTT ngay 24/4/2017 cua B9 Thong tin va
Truyen thong quy dinh chi tiet va huong don r<  i mOt so dieu cua Nghi dinh so 
85/2016/ND-CP ngay 01/7/2016 dm Chinh phil ye boo dam an toan he thOng thong 
tin theo cap d9; 

, Can ctr ThOng to so 20/2017/1 1-BTTTT ngdy 12/9/2017 dm B9 Thong tin va 
Truyen thong quy Binh ye dieu phoi, img ciru sir co an toan thong tin mang tren toan 
quoc; 

Can cu Thong to so 31/2017/IT-BT TTT ngdy 15/11/2017 dm B9 ThOng tin 
va Truyen thong quy dinh hog dOng giam sat an toan N thong thong tin; 

Can dr Quyet dinh so 2582/QD-BKHCN ngay 25/9/2017 cua B9 truemg B9 
Khoo hoc \TA. COng nghe ve yiec cong bo" Tieu chuan qu9c gia TCVN 11930:2017 
yeu cau co. ban ye an toan he thong thong tin theo cap 

Xet de nghi cua Cvc truang Cuc Tin h9c va Th9ng ke tai chinh, 



KT. BO  TRU'GNG 

QUYET DINH: 

Ditu 1. Ban hanh kern theo Quyet dinh nay Quy the An toan thOng tin 
mang Bo Tai chinh. 

Dieu 2. Quyet dinh nay c6 hieu 	ngay 1(7, thay the Quyet dinh so 
3317/QD-BTC ngay 24/12/2014 dm B6 tru&ng B9 Tai chinh ban hanh Quy Binh 
ye viec dam bao an toan thong tin tren moi trueng may tinh va mang may tinh; 
Q9yet dinh so 627/QD-BTC ngay 05/4/2017 ve viec sira doi, bo sung mot so 
ciieu cUa. Quy dinh ve viec dam bac) an toan thong tin tren mai truong may tinh 
va mang may tinh ban hanh kern theo Quyet dinh so 3317/QD-BTC ngay 
24/1 2/2014. 

Di&J 3. Civic tnrong Cvc Tin h9c va Th6ng ke tai chinh, Thu truong cac co 
quan hanh chinh, don vi six nghiep, doanh nghiep thu6c 139 Tai chinh, cOng 

vien chfic 136 Tai chinh, to chirc va ca nhan c6 lien quan chin trach nhiem 
thi hanh Quyet dinh nay./ 

Nci nh(m: 
- Nhir Dieu 3; 
- BO Thong tin va Truyen thOng; 
- BO Cong an; 
- BO Quac phang; 
- So.  Tai chinh cac tinh, thanh phO; 
- COng thong tin dien tir BO Tai chinh; 
- Ltru: VT, THTK (120b). 
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BO TAI CHiNH 	CONG HOA XA HOI CHU NGHIA VItT NAM 
We Iap - Ty. do - Hanh pink 

QUY CHE 
An toan thong tin mang Bo Tai chinh 

(Kern theo Qzrye't cljnh so 201/QD-BTC ngay 12 thong 02 nom 2018 
cita Bo trteang Bo Tai chinh) 

Chuvng I 

QUY DINH CHUNG 

Dieu 1. Pham vi dieu chinh va dOi tuvng Ai) dung 

1. Pham vi diL chinh: Quy che nay trie'n khai ap dyng Luat An toan 
thiing tin mang, van ban quy dinh, tieu chuan lien quan va cac bien phap nham 
boo dam an toan thong tin va cac he thong thong tin dia. BO Tai chinh. 

2. Doi trcmg dp dung: 

a) Ca quan hanh chinh, don vi su nghiep, doanh nghi'ep thuOc Bo Tai 
chinh (g9i chung la cac don vi thuOc Be); Can be) thuOc cac don vi thuOc BO (g9i 
tat la nguari dung). 

b) Ca quan, to chirc, ca nhan có ke't not vao mang may tinh cua nganh Tai 

c) Co quan, to chirc, ca nhan cung cap dich vg cong nghe thong tin va an 
toan thong tin mang cho cac don vi thuOc BO Tai chinh. 

Dieu 2. GUM thick tir rig& sir citing trong Quy the 

1. "An toan thong tin mang": Six boo ve thong tin s6 va he th8ng thong tin 
khOi bi truy nhap, sir dung, tiet lei, gian doan, sira doi ho4c pha hoai trai phep 
nham boo dam tinh nguyen vcn, tinh boo mat va tinh kha dung oh thong tin. 
, 	2. "Ket not Internet": Ke't not mang tai he th8ng mang Internet nham cung 

cap kha nang truy cap Internet hoac cung cap thong tin, dich vu ra Internet. 

3. "Mang not bO": Mang may tinh trong pham vi trci so• cua mot don vi 
thuOc BO. 

4. "Mang dia. nganh Tai chinh": Tir chi chung "mang not WO", "ha tang 
truyen thong thong nhat nganh Tai chinh". 

5. "Phat hien, ngan than tan cong có chu dich": Phat hien, ngan than loci 
hinh tan cong ottrgc thiet ke nham clOt nhap vao mot he thong thong tin cu the. 

chinh. 
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6. "Phong ch6ng tan cong tir chi dich 	Ngan ch:in tac dung cua cac 
cuOc tan cong teen mang nham lam suy giam ho4c gian,doan hoat long cua mOt 
trang tin, img dung, dich vu hoac he thong mpg, dan den ngtroi clang khong the 
sir dung trang tin, img dung, dich vu hoac he thong mang nay. 

7. "PhOng ellen-1g )(dm nhap": phat hien, ngan chan cac hog dOng vao, ra 
tren he thong thong tin dirge bao ve có dau hieu gay hai hoac vi pham chinh sach 
an toan mang. 

8. "Proxy": He thOng lam nhiem vu chuy'L tiep yeu cau truy cap Internet 
tir ben trong mang not bo ra Internet, nham the giau thong tin ye thiet bi, may tinh 
dira ra yeu cau truy cap Internet. 

9. "Thik bi HSM": Thiet bi luu khOa bi mat va 4 s'6 chuyen dung dung 
cho ca quan, to chirc. 

10. "TOng cue thuioc Be":  Kho bac Nha ntroc, TOng cue Thu6, TOng cue 
Hai quan, Tong cue Di; trik Nha ntrac, Uy ban Chung khoan Nha 

11. "Truy cap Internet": Viec tip can, khai thac, sir dung thong tin, tai lieu, 
img dung, dich vu tren Internet. 

12. "TuOng lira": He thOng cho phep ho4c,khong cho phep thiet lap k6t not 
mang giaa thiet thuOc viing mang nay va thiet bi thuOc \ding mang khac theo 
chinh sach an toan mang cua don vi. 

13. "Tuerig lira irng dung web": He thOng ngan cl4n cac tan cong nham 
vao cac diem you cilalCrp irng dung web. 

14. "Remote Desktop":,Giai phap,dam bdo an toan truy cap Internet ciia 
ngirafi dung thong qua viec thiet lap ket not Internet tir may chii cai dat phan mem 
Remote Desktop Services thay cho tir may tinh lam vice cua ngirOi Sing. 

15. "SO Giao dich Chimg khoan": So Giao dich ChUng khoan Ha NOi, 
Giao dich Chimg khoan Thanh ph'6 Ho Chi Minh. 

16. "VDI": Vie't tat ciia cum tir Virtual Desktop Infrastructure, la giai phap 
cung cap moi truerng lam viec tren he thong do Ma, dirge van dung de dam bao an 
toan truy cap Internet ciia ngueri dung thong qua viec thiet lap ket not Internet to 
he thong ao hoa thay cho tir may tinh lam viec cua nguOi 

17. "Xac thgc da y'L to": Viec kiem tra doi tirgng truy nhap he thOng thong 
tin sir dung them it nhat 1 yeu to ngoai ten truy nhap va mat khau. 

Dieu 3. Nguyen tAc ban dam an toan thong tin mang tai BO Tai chinh 

1. Can bO, cong chirc, vien chirc, nhan vien, cac don vi thuOc BO co trach 
nhiem bao dam an toan thong tin va he thong thong tin trong pham vi xir 15T cong 
viec cua minh theo quy Binh cua Nha nuoc, BO Tai chinh va hirong dan cua ca 
quan, dan vi co tham quyen trong linh vuc bao dam an toan thong tin mang. 

2. Bao darn an toan thong tin mang phai dirge thgc hieu tai tat ca cac cong 
doan lien quan den thong tin va he thong thong tin. 
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3. Thong tin mat, thong tin thuOc Danh mgc bi mat nha nu& nganh Tai 
chinh phai duac bao ve theo quy dinh cua Nha mac, quy dinh cua BO Tai chinh 
va cong tac bao ye bi mat nha ntr6. c va cac not dung tuang irng trong Quy the 
nay. 

Dieu 4. Cac hanh vi bi nghiem cam 

1. Cac hanh vi bi nghiem cam quy dinh tai Dieu 7 Luat An toan thong tin 
mang. 

2. Tu 3'7 dau not thiet bi mang, thiet bi cap phat dia chi mang, thiet bi phat 
song nhu diem truy cap khong day cua ca.  nhan vao mpg not bO; tren ding mot 
thiet bi thgc hien (long th?Yi truy cap vao mang not 130 va truy cap Internet bang 
thiet bi ket nOi Internet dm ca nhan (modem quay so, USB 3G/4G, dien thoai di 
Ong, may tinh bang, may tinh xach tay). 

3. Tu 3'7 thay dOi, go bo bien phap an toan thong tin cai at tren,thiet bi 
cong nghe thong tin phuc 	cong viec; to thay the, lap mai, trao dOi thanh 
phan cua may tinh phgc vu ding viec. 

ChuTing II 

BAO DAM AN TOAN HE THONG THONG TIN 

Dieu 5. Phan dinh vai tre theo quy dinh cua phap luat ve bao dam an 
toan he thong thong tin theo cap dO 

1. Chu quan he thOng thong tin: 

, a) BO Tai chinh la chit guar' he th6ng than* tin d6i 	cac he tilting do BO 
quyet dinh dau tu hoac BO duac giao lam chit dau tu du an xay dung, thiet lap, 
nang cap, mo• rOng he th6ng thong tin. 

BO Tai chinh uy quyen cho cac don vi thuOc BO quan 1y trgc tiep cac he 
thOng do BO lam chit quan thong qua mot trong cac van ban sau: Quyet dinh phe 
duyet du an, trong dO giao don vi lam chit dau tu du an; Thong tu cua BO Tai 
chinh hoac Quyet dinh cua BO truong BO Tai chinh c6 not dung giao don vi lam 
nhiem vu quan ly he th8ng; Van ban fly quyen theo quy dinh tai khoan 3 Dieu 5 
Thong tu so 03/2017/TT-BTTTT. 

b) Cac don vi thuOc BO la chi' quan he thOng thong tin do don vi quyet 
dinh dau tu du an xay dung, thiet lap, nang cap, m& rOng he thong thOng tin; la 
chit quan he thong thong tin do don vi phe duyet de cuong, du toan chi tiet; quan 
157 trgc tiep cac he thong do BO Tai chinh uy quyen theo quy dinh tai diem a 
khoan nay. 

c) Chit quan he thong thong tin (hoac don vi ducyc uy quyen quan ly trgc 
tiep he thong thong tin) thvc hien trach nhiem theo quy dinh tai Dieu 20 Nghi 
dinh 85/2016/ND-CP. 
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2. Dan vi van hanh he thOng thong tin: 

, a) Cktc Tin hoc va ThOng tai chinh la dan vi van hanh he thOng thong 
tin doi vai he thong do Cpc Tin hgc va Thong ke tai chinh lam dal quail hoac 
dugc BO Tai chinh uy quyen quail 1S7 trixc tiep, cac he thong do cac Cijc, Vu 
thuloc BQ lam chit quan. 

b) Cki.c Cong nghe thong tin cac TOng eve thuOc BO la dan vi van hanh he 
thOng thong tin do don vi lam chu quan, do Tong ckic lam chu quan hoac dugc 
BO Tai chinh uy quyen quan 13'7 tivc tiep. 

c) BO phan chuyen trach ve cong nghe thong tin thulac doanh nghiep 
(phong Cong nghe thong tin hoac don vi, bo phan có chdc nang Wang duang) la 
don vi van hanh he thong thong tin do doanh nghiep lam chu quan hoac duvc BO 
Tai chinh uy quyen quan ly tivc tiep. 

d) Dan vi van hanh he thong thong tin thgc hien trach nhiem theo quy 
dinh tai khoan 2, 3, 4, 5 Dieu 22 Nghi dinh 85/2016/ND-CP. 

3. Dan vi chuyen trach ve an toan thong tin: 

a) Dan vi van hanh he thOng thong tin quy dinh tai khoan 2 dieu nay dOng 
thai clang vai tro don vi chuyen trach ye an toan thong tin trong pham vi tucmg 
dng. 

b) Don vi chuyen trach ve an toan thong tin cap BO va TO/1g ckic thanh lap 
bo phan  chuyen trach ye an toan thong tin (Phong hoac TO). Dan vi chuyen 
trach ve an toan thong tin cac cap can lai chi dinh ca nhan phij trach (chuyen 
trach hoac kiem nhiem) cong tac an toan thong tin mang. 

c) Dan vi chuyen trach ve an toan thong tin flaw hien trach nhiem theo 
quy dinh tai khoan 1 Dieu 21 Nghi dinh 85/2016/ND-CP. 

Dieu 6. Tham quyen xac dinh cap do an toan he thOng thong tin 

1. D6i vai he thOng de xuat cap di, tir 1 d6'n 3 

a) De xuat cap dO (lap hO sa de xuat cap dO): 

- DOi vai he thOng phai lap du an, chit dau to chi dao don vi lap dg an de 
xuat cap dO. 

- Doi vai he thong thug dich vv, don vi chu tri thug dich vu de xuat cap 

- vai he thOng dang trong giai doan trien khai,, 	quan he thOng 
thong tin chi dao don vi 	tri trien khai thong de xuat cap dO. 

- DOi voi he thOng dang van hanh, chu quan he thong thong tin chi dao 
don vi van hanh he thong thong tin de xuat cap dQ. Throng hop don vi van hanh 
N thong thong tin ngang cap vai chit van he thong thong tin, don vi van hanh 
he thong thong tin phoi hop vai chd quail he thong thong tin de xuat cap dO. 

b) Tham dinh, phe duyet cap dO: 
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- Don vi chuyen trach ve an toan thong tin cilla chu,quan 	thong thOng 
tin thgc hien tham dinh, phe duyet,hO so de xuat cap dO doi vai he thong thong 
tin dugc de xuat la cap dO 1 holac cap dO 2. 

-Doi vai 	thOng thong tin dugc 	xuat la cap dO 3: Dan vi,chuyen 
trach ye an toan thong tin dia. chu quan he thong thong tin thgc hien tham dinh 
ho so de xuat cap do; Chu quan he thong thong tin phe duyet ho so de xuat cap 

. 

2. DOi vai he that-1g de xuat cap TO 4, 5 

a) De xuat cap dO (lap hO so de xuat cap do): 

- Chu quail he thOng thong tin (ho:dc don vi dugc fly quyen quan 1ST trgc 
tiep he thong thong tin) lap ho so de xuat cap dO, trinh BO sau khi lay 51 kien Cgc 
Tin h9c va Thong ke tai chinh. 

- BO Tai chinh gin BO Thong tin va Truyen thong tham dinh hO so de xuat 
cap dO. 

b) Tharn dinh, phe duyet cap dO: 

- BO Thong tin va Truyen thong chu tri, phi h9p Yeti BO Quac phong, BO 
COng an va cac 13c), nganh lien quan tham dinh ho so de xuat cap dO. 

- Bo Tai chinh phe duyet hO so de xuat cap dO dai vai he thOng,thong tin 
cap dO 4, phe duyet phuong an bao dam an toan thong tin dOi 	he thong thong 
tin cap dO 5. Chinh phu phe duyet cap dO doi vai he thong cap dO 5. 

3. Ca nhan,tham gia lap hO so xuat cap 	 tham dugc tham gia tha 
dinh, phe duyet cap dO. 

Dieu 7. Can ca. de xuat cap coo 

1. Cap dO 1, 2, 3, 4 cila he thOng thong tin dugc de xuat theo diem a, b, c, 
d khoan 2 Dieu 21 Luat An toan thong tin mang va Dieu 7, 8, 9, 10 Nghi Binh 
85/2016/ND-CP. 

, 2. DOi 	thong cap dO 5, Cgc Tin hoc va Thong ke tai chinh chd tri, 
phoi h9p vai cac don vi thuOc BO: 

a) Xay dung tieu chi cu the xac dinh he tilling thong tin quan trpng quOc 
gia thuOc rinh virc tai chinh theo quy dinh tai diem d khoan 2 Dieu 21 Luat An 
toan thong tin mang, Dieu 11 Nghi dinh 85/2016/ND-CP va khoan 1 Dieu 3 
Quyet dinh so 632/QD-TTg; trinh BO lay 3'T kien BO Thong tin va Truyen thong, 
BO Cong an, BO Quoc pheng; hoan thien trinh 11(5 phe duyet. 

b) Tren co sa cac tieu chi dugc phe duyet tai diem a khoan nay, xay dgng 
Danh mgc he thong thong tin quan trpng quoc gia thuOc link vuc tai chinh; trinh 
BO giri BO Thong tin va Truyen thong tham dinh; hoan thien va trinh BO giri Thu 
tuong Chinh phu phe duyet. 
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c) Dinh IcS7 hang nam ra soat, danh gia, xac dinh he th6ng thong tin quan 
tr9ng quOc gia thu6c 	vgc,tai chinh; de xuat, sera , 136 sung Danh mvc he 
thOng thong tin quan tr9ng quoc gia thu6c linh vgc tai chinh truck ngay 30 thang 
11 hang nam. 

Dieu 8. Phtrung an bao dam an toan he thOng thiing tin 

1. N6i dung phuang an bao dam an toan he thong thong tin bao g'Om: 

a) Cac not dung phai tuan thu quy dinh cua Nha mr6c: 

- Quan 13'T an toan thong tin mang: Chinh sach chung; to chirc, nhan six; 
quail ly thiet ke, xay c :mg; quail 13'T van hanh; kiem tra, danh gia va quan 1/ rui 
ro. 

- Phuong an k5r thuat: An toan ha tang mang; an toan may chit; an toan 
irng dung va an toan du lieu; an toan vat ly cho Trung tam du lieu/phong may 
chit. 

b) Cac not dung phai tuan thit Chinh sach an toan thong tin mpg B6 Tai 
chinh (Phu lvc 1 cua Quy ch6 nay). 

c) Cac not dung phai tuan thu quy dinh, chinh sach cita don vi. 

2. Yeu cau doi vai phuang an bao dam an toan he tilling thong tin: 

a) Cac not dung tai diem a khoan 1 diet' nay phai toi thie"u clap irng quy 
dinh tai Dieu 9 Thong tu 03/2017/TT-BTTTT, tieu chuan Viet Nam TCVN 
11930:2017,- Yeu cau co ban ve,an toan he thong thong tin theo cap,  d6. Cac not 
dung nay neu dap irng tieu chuan TCVN 11930:2017 thi chnic chap nhan dap 
irng quy dinh tai Thong tu 03/2017/TT-BTTTT dOi vai cap d6 tucmg 

b) Trung hop kitting the dap img day du yeu cau cua tieu chuan Viet 
Nam TCVN 11930:2017, don vi phai giai trinh IS/ do va de xua't bien phap thay 
the co tac dung tucmg ducrng 	co) doi vai cac not dung cu the khong clap t"rng 
quy dinh. So lugng yeu cau ylong dap irng khOng dugc,vuct qua 05% tong so 
yeu cau ctia tieu chuan tai cap d6 thongCac yeu cau khOng dap irng phai 
nam ngoai cac yeu cau quy dinh tai Thong to 03/2017/TT-BTTT va Chinh sach 
an toan thOng tin mang Bo Tai chinh. 

3. Doi vai cac he thong thong tin &mg chung he thong mang va cac giai 
phap bao ve (cac he thong cap d6 1, 2, 3), phuang an bao dam an toan thong tin 
Om 2 phan: 

a) Phan dung chung cho cac he th6ng bao g6m: quart 13% an toan thong tin 
mang; an toan ha tang mang; an toan vat 157 .Trung tam dir lieu/phong may chit; 
an toan kt not Internet; an toan trong trao doi thong tin v6i cac to chirc, ca nhan 
ngoai B6 Tai chinh; an toan tai khoan cong nghe th6ng tin; an toan may tinh 
phvc vu cong viec; an toan vat 1S,  cac thiet bi cong nghe thong tin. 

Trong do, phuang an quan 1/ an toan thong tin mang; an toan ha tang 
mang; an toan vat 157 Trung tam du lieu/phong may chit phai dap irng yeu cau 
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tucmg Ung vOi cAp d9 cao nhAt trong s6' cac cAp d9 dugc xac dinh cho cac he 
thong tilting tin do don vi quan 15T va tOi thieu dap Ung yeu cau: 

- CAp de) 3 di voi cac don vi cAp Trung uang gi3m ca quan B9 Tai chinh, 
'Fong cuc thu9c B9, So. Giao dick ChUng khodn, Trung tam Luu ky ChUng 
khoan Viet Nam, Cong ty X6 so Dien toan Viet Nam. 

- CAp d9 2 Oi voi Cvc Thue, Cvc Hai quan, Kho bac Nha nuOc tinh/thanh 
pho trgc thu9c Trung uang. 

- CAp d9 1 ai voi Cvc Dg trir Nha nuO.c, Chi cuc Dg trir Nha nuOc, Chi 
cuc Hai quan, Chi cuc Thue, Kho bac Nha nuac qu4n/huyen, H9c vien Tai 
chinh, cac trueng thu9c B9, Nha xuat ban tai chinh, Nha in tai chinh. 

b) PhAn ap dung cho timg he th'Ong thong tin cu the: an toan may chili, an 
toan *rig dung, an toan ca soy du lieu, an tan tai khoan cong nghe thong tin va 
cac neii dung lien quan khac. 

4. Khuye'n khich cac don vi cAp Trung uang th'Ong nhAt ap dung phuang 
an bao dam an toan Vol thi'eu dap irng cac yeu cau cUa cap de) 3 doi voi tat ca cac 
he thong thong tin hoat Ong tren he thong mang cna don vi. 

Dieu 9. Quy trinh xic dinh cAp d4) he th(Ing che xuAt cap di) 1, 2, 3 

1. Don vi xay dung phuang bao dam an toan thong tin mang cho phAn 
dung chung cho cac he thong thong tin cUa don vi (quy Binh tai diem a khoan 3 
Dieu 8 dm Quy che nay) theo mau tai Phu lvc 2. Thgc hien tham dinh va phe 
duyet phuang an nay. 

2. N9i dung a xuAt cAp do he th'Ong thong tin: 

a) Xac dinh va phan loai he th6ng thong tin theo khoan 2 Dieu 6 Nghi 
dinh 85/2016/ND-CP va Dieu 4 ThOng tu 03/2017/TT-BTTTT. 

b) Xac dinh chi quan he thong thong tin, don vi van hanh he thOng thong 
tin theo khoan 1, 2 Dieu 5 cua Quy che. 

c) Xac dinh loai thong tin dugc xir 13'T thong qua N thong thOng tin theo 
khoan 1 Dieu 6 Nghi dinh 85/2016/ND-CP. 

d) Thuy& minh ve viec de xuAt cAp d9 theo Dieu 7 cUa Quy che. 

d) Thuy& minh phuong an bao dam an toan thong tin theo cAp d9 tuang 
irng, gom cac phan sau: 

- Tham chi6u phuang an bao dam an toan thong tin mang dUng chung cho 
cac he thong thong tin trong pham vi dan Ai. 

- Thuy& minh phuang An bao dam an toan thong tin ap dung rieng cho he 
thong thong tin dugc de xuat cap O. 

3. D6i vOi dg An d'au tu xay dung mOi ho4c ma rOng, nang cAp he thOng 
thong tin: 
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, a) NOi dung de xuat cap dO dugc long ghep (ba sung chuong, muc) vao 
thiet ke sa be) cua bao cao nghien ciru kha thi, du an kha thi irng dung cong nghe 
thOng tin hoac bao cao dau to cfaa du an. 

b) ThAm dinh: 

- Viec thArn dinh de xuat cap dO dugc thuc hien dang th6i voi qua trinh 
tham dinh thiet ke so 

- Don vi thAm dinh de xuat cap dO giri ket qua thAm dinh cho don vi thAm 
dinh du an de tong hop, bao cao cap c6 tham quyen phe duet du an. 

4. DM voi he thong thong tin dang trong giai doan trien khai chua xac 
dinh cap dO 

a) NOi dung de xuat cap dO dugc Fang ghep (ba sung chtrong, muc) vao tai 
lieu thiet ke thi cOng,doi voi he thong thong tin lap du an hoac lap thanh tai lieu 
dec lap dth v6i thong thOng tin killing lap du an. 

b) ThAm dinh: 

Viec thAm dinh de xuat cap dO dugc thuc hien dang thai voi qua trinh 
thiet ke thi cong hoac trien khai he thong. 

- Don vi thArn dinh de xuat cap dO giriket qua thAm dinh cho don vi thAm 
dinh thiet ke thi cong de tong hgp, bao cao cap c6 tham quyen phe duyet thiet ke 
thi ding. 

5. DM voi he thong thong tin dang van hanh chua xac dinh cap dO 

a) Ho sa de,xuAt cap dO cho mot he thong thong tin theo mau tai Phu luc 
3. HO so de xuat cap cho nhieu he thong thong tin theo rnau tai Phu luc 4. 

b) Ha sa de xuat cap dO c6 the duce lap va phe duyet chroi dang dien tir 
(co chit 1(.3",  so dm lanh dao hoac chit I(- T so cua dan vi de xuat va phe duyet ho 
so). Khuyen khich dan vi dp dung ho so dien tir. 

6. To chirc xac dinh cap dO trong not bO don vi 

a) BO phan dugc giao chit tri cue xuat, xay dung, trien khai he thong thong 
tin (thuOc chit quan he thong thong tin hoac don vi van hanh he thong thong tin) 
phai hop vori bo phan chuyen trach ye an toan thong tin &la dun vi chuyen trach 
ye an toan thong tin xay dung de xuat cap dO; xay dung phucmg an bao dam an 
toan thong tin cho he thong; lap ho so de xuat cap dO cho he thong; dons trinh 
ho so de xuat cap TO len lanh dao don vi van hanh he thong thong tin (theo rnAu 
van ban t6 trinh dp dung trong not be) don vi). 

b) BO phan chuyen trach ve an toan thong tin chiu trach nhiem quan 1.3% 
toan be) cac ho so de xuat cap dO an toan thong tin da dugc phe duyet. 

Dieu 10. Quy trinh xac dinh cap do he tho'ng cue xuat cap clo 4, 5 

1. Flt) so de xuat cap de) dai v6i he th6ng de xuat cap de) 4, 5 thuc hien 
theo quy dinh tai Dieu 15 Nghi dinh 85/2016/ND-CP; Dieu 7 va diem b khoan 4 
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Dieu 8 Thong tu 03/2017/TT-BTTTT va huOng clan b8 sung dm BO Thong tin 
va Truyen thong (n'eu co). 

2. Quy trinh tham dinh, phe duyet hO so de xuat cap dO 4, 5 theo khoan 2 
Dieu 6 dm Quy che. 

Dieu 11. Dieu chinh, bo sung, thay 'nevi hO so' de xuat cap do 

Khi thirc hien nang cap, ma.  rOng, thay the mot phan he; thOng thong tin, 
phai ra sok cap dO, phuang an bao dam an toan cua he thong va thvc hien,dieu 
chinh, ba sung hoac thay 	hO so de xuat cap dO trong truang hop can thiet. 

Dieu 12. Trier' khai phirong an VA° dam an than 14 thOng thong tin 

, 	1. Chu quan he thong thong tin hoac don vi dugc lay quyen quan 13% true 
tiep he thong thong tin to chirc trien khai phuang an bao dam an toan he thong 
thong tin sau khi ho so de xuat cap dO hoac phuang an bao dam an toan he thong 
clugc phe duyet. 

, 	x 2. BO phan chuyen trach ve an toan thong tin thuOc don vi chiu trach 
nhiem giam sat viec trien khai cac phuong an bao dam an toan thong tin da dugc 
phe duyet (tren co so• lap ho so theo &di timg he thong th8ng tin theo mau tham 
khao tai Phu lvc 5 cua Quy che). 

Chuang III 

GIAM SAT, CANH BAO AN TOAN THONG TIN MANG 

Dieu 13. Giam sat an than thong tin rn4ng 

1. DOi Wong giam sat bAt buOc: He thOng thong tin tir cap dO 3 to.  len. 
2. Thai gian giam sat tai thieu: Giam sat 24 gioingay va 7 ngay/tuan doi 

vai he thOng cap do 4, 5; Giam sat trong gia lam viec doi vefi N thong cap dO 3. 
3. NOi dung, phtrang thirc, he th8ng k"y thuat phvc vu cong tac giam sat: 

Thirc hien theo quy dinh tai Dieu 5 Thong tu so 31/2017/TT-BTTTT. 

Dieu 14. Canh bat) an than thong tin ni4ng 

1. Don vi chuyen trach ve an toan thong tin dr 01 lanh dao don vi chuyen 
trach an toan thong tin va 01 can bO thuOc bo phan chuyen trach ve an toan 
thong tin lam dau mai tiep nhan canh bao an toan thong tin tir Cvc Tin hoc va 
ThOng ke tai chinh, cac co quan, to chirc co chirc nang canh bao an toan thong 
tin mang. 

Dau m8i tiep nhan canh bao phan tich so 130 mix dO anh huong tai cac he 
thOng thong tin dia don vi minh, chuyen tiep canh bao cho cac 1)16 phan lien 
quan xir 19, tong hop va gin bao cao ket qua xir 137 cho dau mai tiep nhan canh 
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bao cim Cpc Tin hoc va ThOng ke tai chinh qua thu dien tir hoc dien thogi hoc 
bang van ban trong tnrang hgp dugs yeu cau bao cao bang van ban. 

, 	2. Dan vi chuyen trach ve an toan thong tin c6 trach nhiem theo doi, nam 
bat thOng tin teen phuang tien thong tin dai chung va mang Internet ye cac su 
kien mat an toan thong tin c6 the tac dOng tai don vi; Chu dOng kiem tra, ra sok 
trong not 13,8 dan vi theo cac van ban canh bao, huong dan dia BO COng an, B8 
Thong tin va Truyen thong, cac Ca quan chirc nang va cac to chirc ye an toan 
thong tin (giri truc tiep cho clan vi ho4c,  do Van phong BO, Cpc Tin h9c va 
Thong Ice tai chinh sao giri chi" quan he thong thong tin); Thiet lap kenh trao doi 
thong tin vad cac doi tac,cung cap thiet bi, phan mem, giai phap an toan thong 
tin dm dan vi 	nam bat kip thoi van de, si,r co c6 kha nang tac dOng tai he 
thong thOng tin dm dan vi. 

Chuang IV 

UNG CtrU SIJ' CO AN TOAN THONG TIN MANG 

Dieu 15. N(ii dung ling cfru sty c6 an toan thong tin mang 

1. Sir co an toan thong tin mang bao gOm: 

a) Su co do bi tan ding mang: tan ding tir chOi dich vu;tdn ding gin mao; 
tan cong sir dung ma dOc; truy cap trai,phep, chiem quyen diet' khien; tan ding 
thay doi giao dien; tan cong ma h6a phan mem, du lieu, thiet bi; pha hogi thong 
tin, du lieu, phan mem; nghe tram, gian diep, lay cap thong tin, old lieu; cac hinh 
thirc tan cong mang khac. 

b) Hong h6c phdn cirng, 18i phan mem dm he thOng thong tin lam mat 
tinh san sang dm he th8ng th6ng tin. 

c) Hong h6c, 18i cua cac he thong thu8c,  ha 	Trung tam 	lieu, phong 
may chi"(nguon dien, lam mat, ch8ng set, chong chay...) lam mat tinh san sang 
dm he thOng thong tin. 

, • d) Hong hoc, 13i dm he thong mang lam mat kha nang truy cap tad he 
thOng thong tin dm cac sdoi tugng sir dung he thong. 

d) Sr co do 18i cila nguei quail tri, van hanh he thOng. 

e) Su co lien quan den cac tham h9a to nhien nhu bao, lot, dOng ddt, hoa 
hoan. 

2. Hoat dOng irng ciru su co an toan thong tin mang huy dOng cac nguOn 
lirc narn,ngoai pham vi cua dan vi van hanh he thOng thong tin de doi ph6 vai 
cac su c8 quy dinh tai khoan 1 dieu nay. 
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Dieu 16. Phan dinh vai tro theo quy dinh cua phi') luat ve lung dm sly 
co an Oar' thong tin mang 

1. Ban Chi dao img ciru su co an toan thong tin mang BO Tai chinh do 
Ban Chi dao lung dung cong nghe thong tin BO Tai chinh dam nhiem. Ban Chi 
dao irng ciru sir co an toan thong tin mang BO Tai chinh thvc hien trach nhim 
theo quy dinh tai khoan 2 Dieu 5 Quye't dinh so 05/2017/QD-TTg. 

2. Dan vi chuyen trach ve irng ciru su co an toan thOng tin mang 

a) Cuc Tin hoc va ThOng ke tai chinh dam nhiem vai tro Don vi chuyen 
trach ve irng ciru six co an toan thong tin mang BO Tai chinh, chiu trach nhint 
quan 15,  (huang clan, tong hop, giam sat, kiem tra) cong tac lung dru six co an 
toan thong tin mang toan nganh Tai chinh va trirc tiep trien khai ding tac lung 
dru six co cac he thong thong tin tai ca quan BO Tai chinh, cac he thong thong 
tin dung chung toan nganh do Cuc quan 

b) Cpc Cong nglls thong tin cac TOng cuc thuOc BO, Trung tam thong tin 
HQC vien Tai chinh, Si Giao dich Chirng khodn, Trung tam Luu ky,  Chimg 
khoan V* Nam, Cong ty XO so dien toan Viet Nam dam nhiem vai tro chuyen 
trach ye 1mg ciru su co an toan thOng tin mang trong pham vi quan ly cong nghe 
th8ng tin dm dcn vi. 

c) Dan vi chuyen trach ve irng ciru su co an toan thong tin mpg thvc hien 
trach nhiem quy Minh tai khoan 2 DiL 6 Quyect dinh so 05/2017/QD-TTg. 

3. DOi irng ciru su co an toan thong tin mpg 

a) Cac don vi chuyen trach ve irng ciru su co quy dinh tai khoan 2 dieu 
nay thanh lap DOi img ciru sv co thuOc don vi. 

b) Thanh phAn D i img ciru sir co bao 

- DOi truarng: Lath ciao clan vi chuyen trach ve lung cum sir co an toan 
thong tin mang. 

- DOi ph6 gOm: 01 dOi 016 thuong trvc la lanh dao phOng/phu trach nhOm 
Quan 1ST an toan an ninh thong tin (hoac ttrang throng), 01 dOi pho la lanh dao 
phong/phu trach nhom Quan tri, van hanh he thong (ho4c tucmg duang), 01 dOi 
pho la lanh dao/phu trach nhorn Quan 13'7 phat trier' irng dung (hoac Prang 
throng). 

- Thanh vien: can bO thuOc cac phong/trung tam/b0 phan lam cong tac 
quail 13'T an toan an ninh tilting tin; quan tri, van hanh he thong; quart V/ phat trien 
lung dung; va cac 1)(6 phan lien quan khac tUy theo dac thu cua bung don vi. 

c) DOi 1mg cum su co c6 trach nhiem phi hop v6i cac ben lien quan phan 
tich, xir 1Y7 sir co an toan thong tin mpg doi vo i cac str co dien ra trong pham vi 
he thong thuOc quart 1Y7 dm chit quan he thong th8ng tin. 
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Dieu 17. Tham gia mang Itroi ting ciru sty co an toan thong tin mang 
quoc gia 

1. Thanh vien co nghia Iry phai tham gia mang 	img ciru su ca an toan 
thong tin mang quoc gia theo quy dinh tai diem a, d khoan 1 Dieu 7 Quyet dinh 
so 05/2017/QD-TTg: Cvc Tin hgc va Thong ke tai chinh; cac Cvc Cong nghe 
thong tin thu8c Kho bac Nha nuov, Tong cvc Thu& Tong cvc Hai quan. 

2. Thanh vier' to nguy'ri tham gia mang,luoi: Khuy6n khich cac dun vi 
thu8c 	khOng thuOc quy dinh tai khoan 1 dial nay va clap irng quy dinh tai 
khoan 2 DiL 7 Quyet dinh so 05/2017/QD-TTg (Tang 14/ tham gia mang 
irng ciru sv co an toan thong tin mang quoc gia. Don vi dugc Ca quan dieu phoi 
quOc gia chap thuan tham gia mang hroi phai thong bao cho Cvc Tin h9c va 
ThOng ke tai chinh. 

, 3. Cac don vi tham gia mang hien irng ciru sv co an toan thong tin mang 
quOc gia thvc 	trach 	theo quy dinh tai khoan 4 Dieu 7 Quyet dinh so 
05/2017/QD-TTg va cac quy Binh dOi vai thanh vien mang luo i tai Thong to so 
20/2017/TT-B 

Dieu 18. Lien minh frng cum sty co an toan thong tin mang 

1. Lien minh img ciru su co: tap hgp toan ID() cac don vi tham gia cong tac 
irng dru sir co an toan thong tin mang cda mot clan vi; bao gom tat ca cac doi tac 
có lien quan den v* dam bao sv hoat dOng binh thuong cua he thong thong tin 
va hieu ro ye he thong (doi tac xay dung img dung, cung cap thiet bi/du6ng 
truyen, cung cap giai phap/dich vv an toan thong tin...); có the co su tham gia 
cua cac don vi chuyen trach ve img ciru sir co an toan thong tin mang quOc gia 
(VNCERT, Trung tam Internet V* Nam, Cvc Canh sat ph6ng, chong tOi pham 
cong ngh" cao...). 

2. Cvc Tin h9c va ThOng ke tai chinh, cac TOng cvc thu8c BO, cac SO. 
Giao dich Chirng khoan, Trung tam Li.ru Ic5r Chimg khoan Viet Nam, Cong ty Xo 
so Dien toan Vi't Nam hinh thanh Lien minh img ciru sir co de thvc hien img 
ciru cac he thong thOng tin do don vi trvc tiep quan ly. Trach,nhim ciaa timg 
thanh vien trong Lien minh dugc quy dinh tai cac dieu khoan ve ho trg xir 17 sir 
co/ho trg ky thuat/Ung cuu sir CO trong cac hgp dong kinh te, cac thoa thuan hgp 
tac song phuang hoc cac quy dinh cua Nha nu& ve irng ciru sir CO (doi vOi cac 
thanh vien tham gia mang 	img ciru su c8 an toan thong tin mang quoc gia); 
cac thanh vien tham gia Lien minh duge lies ke day dta trong Ke hoach irng phO 
six co an toan thong tin cUa mai don vi. 

3. Vai tro cUa cac ben tham gia Lien minh img cfru sir co 

a) Dan vi van hank he thong thong tin &rig vai tro chia tri, diL phi trong 
Lien minh img ctru sir co. 

b) Cac don vi nghiep vv tham gia trong vi& xay dung kich ban xir ly 
nghilep trong truerng hgp thong thong tin xay ra sir , nghiem trong. 
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TTg. 

c) Trong qua trinh Ung cum sy c8, dan vi chuyen trach irng dru sir co cung 
cap thong tin dien bien tinh hinh cho Cpc Tin h9c va Thong ke tai chinh nam 
th8ng tin va phoi hgp xir 1Y; ChU quail he thong thOng tin bao cao tinh hinh cho 
Lanh ciao BO. 

2. Quy trinh irng cum six co khOng nghiem trong 

, a). DM tugng ap dung: Chu quail th8ng thong tin, don vi Van hanh he 
thong thong tin. 

b) NOi dung quy trinh: theo quy dinh tai Dieu 11 Thong to 20/2017/TT-
BTTTT. 

c) Cac don vi tham gia Lien minh 1mg dru six c8 c6 nghia vg chia se 
thong tin, phOi hop xir ly six c6 theo six dieu phoi dm dan vi chu tri Lien minh. 

Dieu 19. Ke hoach Crng pho sly et, bao dam an toan thong tin mpg 

1. Cue Tin h9c va Th8ng ke tai chinh, cac T8ng cyc thu8c Bo, Hoc vien 
Tai chinh, cac So Giao dich Chimg khodn, Trung tam Luu ky Chang khoan Viet 
Nam, CM-1g ty,XO so Dien toan Viet Nam to chirc xay dyng, phe duyet Ke hoach 
ung ph6 six co cho cac he th6ng thong tin do don vi tryc tiep quan ly theo de 
ctremg tai Phy lyc II Quyet clinh so 05/2017/QD-TTg (bao.gom cac dieu chinh 
do 138 Thong tin va Truyen thong ban hanh neu co) va to chirc trien khai ke 
hoach sau khi phe duyet. Doi v6i cac not dung trong ke hoach vugt tham quyen 
quyet dinh cua don vi, dan vi lay y kien cua Cyc Tin h9c va Thong ke tai chinh, 
Cue Ke hoach - Tai chinh (doi vOi cac not dung yeu cau c6 kinh phi), bao cao 
BO xem xet, quyet dinh. 

2. Cac ke hoach Ung pho sir co sau khi dugs phe duyet phai giri Cyc Tin 
h9c va Thong ke tai chinh tong hop thanh ke hoach chung toan nganh. Cyc Tin 
h9c va Thong ke tai chinh c6 trach nhiem xay dyng Ke hoach U-ng ph6 six co 
chung toan nganh, trinh Lanh ciao B6 Tai chinh phe duyet. 

, 3. Ke hoach Ung pho six co dugc ra soat va dieu chinh hang nam (neu can 
thiet) truck ngay 31 thang 10, 1am ca sä de xay Ong ke hoach bao dam an toan 
thong tin nam tiep theo. 

Dieu 20. Quy trinh ting am sty c6 an toan thong tin mang 

1. Quy trinh Ung cum sy co nghiem trong 
a) DM tuang ap dung quy trinh: Don vi quan 132 tryc tiep he th8ng thong 

tin cap d6 4, 5. 

b) NM dung quy trinh: theo quy dinh tai Dieu 14 Quyet dinh 05/2017/QD- 

c) DM voi cac bao cao phai oh Ca quan dieu phoi quOc gia ve Ung cim six 
co an toan thong tin mang, chU quan he thong thong tin girl mot ban cho Cvc Tin 
hgc va Thong ke tai chinh theo dOi. 
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Dieu 21. Thong bao, bao cao sty co an tan thong tin mang 

1. Khi xay ra sr ca an toan thong tin mang thuOc loai hinh tan cong mang, 
don vi van hanh he thong thong tin thvc hien bao cao theo quy dinh tai diem a 
khoan 1 DiL 11 Quye't dinh 05/2017/QD-TTg va Dikt 9 Thong to 20/2017/TT-
BTTT, dang thai bao cao Cuc Tin h9c va Thong Ice tai chinh de Cuc tong h9p, 
bao cao Ban Chi dao irng ciru sit co an toan thong tin mang BO Tai chinh. 

2. Dan vi phai thong bao trong toan don vi du mai tip nhan thong tin a 
cac ca nhan, to chic thuOc don vi lien lac trong tnreng hop nghinger, Oat hien 
dau hi@t tan cong hoac sv co an toan thong tin mang lien quan den cac h thong 
thong tin do don vi quan 1y. 

Dieu 22. Dien tap urng ctiru sty co 

a) Chit quan he thong thong tin to chirc dign tap irng ciru sit ca theo 1(6 
hoach img pito sit co dtrgc phe du)*. 

b) Cuc Tin h9c va Thong Ice tai chinh chit tri, ph& hop voi cac donvi 
thuOc BO tham gia cac cuOc dien tap quoc gia, quoc to do Co quan dieu phOi 
quOc gia, BO Thong tin va Truyen thong to chirc va to chirc dien tap irng ciru sit 
co trong pham vi BO Tai chinh theo tan suat quy dinh tai diem b Nhiem vu 4 
mvc II Di'eu 1 Quyet dinh se; 1622/QD-TTg ngay 25/10/2017 dm Thii Wong 
Chinh 

Chuang V 
DAO TAO, BOI DIYONG NGHIEP VIJ, TUYEN TRUYEN, PHO BIEN, 

NANG CAO NHAN THIrC VE AN TOAN THONG TIN MANG 

Dieu 23. Doi tuvng dao tao, bOs  i dulYng ye an town thong tin mang 

1. Ngtred sir dung may tinh (can b0 nghip vv, hanh chinh tai cac don vi 
thuOc BO) duce dao tao kien thirc ca ban ye an toan thong tin mang, htrarng dan 
sir dung cac img dung an toan. 

2. Can 130 quan Vt. 

3. Can b0 cong nghe thong tin. 

4. Canb0 chuyen trach cong tac an toan thong tin mang. 

Dieu 24. Trach nhi'On to chfrc dao tao, boi difetng ve an toan thong tin 
mang 

1. Cuc Tin hgc va Thong Ice tai chinh to chixc dao tao, bai dual-1g nghip 
vv ye an toast thong tin cho can WO cong ngh' thong tin, can WO chuyen trach an 
toan thong tin mang cac don vi hanh chinh thuOc BO; dao tao co ban ve an toan 
thOng tin cho can b0 quail ly, ngtred sir dung may tinh co quan BO Tai chinh. 
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2. Cac TOng cuc thuOc BO to chirc dao tao, b'oi dtro.ng nghiep vg ye an 
toan thong tin cho can bO cong npe thong tin, can bO chuyen trach an toan 
thong tin mang cac don vi thuOc Tong cuc; dao tao co ban ye an toan thOng tin 
cho can bO quan 1y, ngLrefi sir dung may tinh thuOc don vi. 

3. Cac doanh nghiep, don vi six nghiep to chirc dao tao cho nhan vien 
thuOc dun vi minh. 

Chuang VI 

SAO CAO, CHIA SE THONG TIN VE AN TOAN THONG TIN MANG 

Dieu 25. Che dO bao cao 

1. Bao cao dinh kST: 

a) Bao cao an toan thong tin Binh kST hang nam g6'm cac not dung quy 
dinh tai khoan 3 Dieu 17 Thong tu.  03/2017/TT-BTTTT. 

b) Bao cao hoat dOng giam sat cila chu quan he thong thong tin dinh kSt 6 
thang theo mau tai Phy lkic 2 Thong tu. 31/2017/TT-BTTTT. 
, 2;  Bao cao dOt xuAt: Bao cao 	cong tac khAc phgc 	dOc, 	h6ng, 

diem yeti, trien khai canh bao an toan thong tin va cac bao cao dOt xuat khac 
theo yeu cau caa cac co quan quan 117nha nuov ye an toan thong tin. 

3. Trach nhiem lap, phe duyet bao cao 

a) Cac T6ng cuc, dun vi sir nghiep, doanh nghiep thuOc BO chiu trach 
nhiem: 

- Lap bao cao an toan thong tin theo quy dinh tai diem a khoan 1 dieu nay, 
giri Cgc Tin hoc va Thong ke tai chinh truck ngay 15 thang 11 hang nam. 

- Lap bao cao hoat dOng giam sat dm chu quan he tho'ng thong tin theo 
quy dinh tai diem b khoan 1 dieu nay, giri Cgc Tin h9c va Thong ke tai chinh 
truck ngay 15 thang 6 va 15 thang 12 hang nam. 

- Bao cao dOt xuAt theo Inrong clan cua Cpc Tin h9c va Th6ng ke tai 

b) Cgc Tin hoc va Th6ng ke tai chinh chiu trach nhiem tap hop, tong hop 
bao cao cua cac don 14, trinh Bo phe duyet, gixi cac co quan quan 1y nha ntrat ye 
an toan thong tin. 

Dieu 26. Chia se thiing tin 

1. Viec chia se thong tin ye cong tac bao dam an toan thong tin voi cac 
don vi ngoai BO dugc thirc hien theo quy dinh tai Dieu 18 ThOng to 
03/2017/TT-BTTT. 

chinh. 
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2. Khuyen khich cac don vi thuOc BO chia se kink nghiem trian khai, van 
hanh he thong an toan thong tin thong qua trao 	trvc tiep gifta cac don vi ho4c 
hOi thao not bO BO Tai chinh. 

3. Cvc Tin h9c va Th6ng ke tai chinh chin trach nhiem to chirc hOi tha.o 
trao doi kinh nghiem gida cac don vi thuOc Bo tai thieu 2 nam 1 lan. 

Chuang VII 

KIEM TRA, DANH GIA Vt AN TOAN THONG TIN MANG 

Dieu 27. Kiem tra viec tuan thii quy dinh ye an toan tilling tin va hqu 
qua cila bien phap bao dam an toan thong tin 

1. NOi dung kiem tra, 	gia 

a) Kiem tra viec xac dinh cap dO an toan he thofing th6ng tin va trien khai 
phuang an bao dam an toan th6ng tin; Kiem tra hieu qua dm cac bien phap bao 
dam an toan thong tin. 

b) Kiem tra cong tac giarn sat an toan thong tin; irng dru sir co an toan 
thong tin. 

c) Kiem tra cac not dung khac tai Quy ch.& 

2. ThAm quyen kiem tra 

a) Cuc Tin h9c va Th6ng ke tai chinh chin trach nhiem kiem tra cac tOng 
cvc, doanh nghiep, don vi sir nghiep thuOc BO. 

b) Cac don vi to kiem tra trong not 1)6' clan vi. 

3. KY kiem tra: 

a) Cvc Tin h9c va Th6ng ke tai chinh kiem tra dinh kY 02 nam dOi v6i cac 
Tong cvc, doanh nghiep, don vi su nghiep thuOc B. 

b) Cac TOng cgc kiem tra dinh kY hang nam trong not bo don vi. 

4. Hoat dOng kiem tra ve an toan thong tin do Cvc Tin h9c va Thong ke 
tai chinh thkrc hien tai cac TOng cvc thuOc chuang trinh kiem tra cong tac irng 
dung cong nghe thong tin hang nam, theo ke hoach ducc BO Tai chinh phe 
duyet. Hoat dOng kiem tra ye an toan thong tin do cac Tong cvc thuOc BO th%rc 
hien c6 the long ghep trong chuang trinh kiem tra cong tac irng dung cong nghe 
thong tin hang nam, theo ke hoach dugc Lanh ciao don vi phe duyet. 

Dieu 28. Danh giA phat WO mil d0c, to hling, diem yeti, thir nghiem 
xfim nhfip he thong 

Hoat clOng danh gia phat hien ma dOc, to hOng, diem yau, thir nghiem xam 
nhas.p he thong thkrc hien theo quy Binh tai diem c khoan 2 Dieu 20 Nghi dinh so 
85/2016/ND-CP va Dieu 13 Thong to so 03/2017/TT-BTTTT. 
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Dieu 29. Dinh gia tong the an than thong tin 

1. NOi dung danh gia: Danh gia cong tac bao dam an toan thong tin mang 
theo tieu chuan Viet Nam (TCVN ISO/IEC 27000, TCVN 11930) ho4c tieu 
chuan guOc t6 (COBIT, NIST, ISO/IEC 27000), khung clanh gia an toan thong 
tin cua cac to chirc an toan thong tin khac). 

2. Phuang thirc,danh gia: Dan vi to to chirc danh gia hoac thue to chirc 
du pc cap phep cung cap dich vu an toan thOng tin mpg thgc hien danh gia theo 
ky danh gia quy dinh tai diem c khoan 2 DiL 20 Nghi clinh 85/2017/ND-CP. 

Chiro'ng VIII 

TRACH NHIVVI DOI VOI CONG TAC AN TOAN THONG TIN MANG 

Dieu 30. Trach nhi?m cua cac dun vi thutic Bo 

1. Cyc Tin h9c va ThOng ke tai chinh: 

a) Thgc hien cac trach nhiem dugc giao tai Quy ch6 nay. 
b) Hung dan trim khai Quy the nay va cac quy clinh lien quan cua Nha 

c) To chirc trim khai thuc hien Quy che tai try so ca quan BO Tai chinh. 
d) Xay dung ke hoach, bao cao ve an toan thong tin mang cua BO Tai 

2. Cac TOng cvc thuOc BO: 

a) Thgc hien cac trach nhiem du is giao tai Quy the nay. 
b) TO chirc trie'n khai thvc hien Quy the nay tai don vi. 
c) Thgc hien cac bao ca.() theo quy clinh, gfri Cpc Tin h9c va Thong ke tai 

chinh tong hop, bao cao B. 

3.-Cac Cyc, Vu thuOc BO: 

a) Thgc hien trach nhiem cua chta quan he thOng thong tin trong truong 
hop có he thong thong tin thuOc quan 13'7 truc tiep dm don vi theo quy dinh cua 
Quy the nay. 

b) Phi hop vai Cgc Tin h9c va ThOng ke tai chinh trim khai Quy ch6 nay 
tai don vi. 

4. Cac clan vi su nghiep, doanh nghiep thuOc BO: 
a) Thvc hien trach nhiem cua chu quan he thOng thong tin hoac don vi 

quan ly truc tiep he thong thong tin trong trueng hop có,  he thong thong tin 
thuOc quan truc tiep cua don theo quy dinh 	Quy che nay. 

b) TO chirc trie'n khai thvc hien Quy the nay tai don vi. 

nuoc. 

chinh. 
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c) Thirc hien cac bao cao ye an toan thong tin mang khi dugc B6 Tai 
chinh yeu cau. 

5. Cac don vi van hanh he thtmg thong tin: 

a) Thvc hien trach nhiem dm don vi van hanh he th6ng thong tin theo quy 
dinh tai Quy che nay va cac nhiem vu do cha quan he thong thong tin phan 
cong. 

b) Chi dao, phan cOng cac b6 ,phan kyi thuat thu6c don vi (quan 17 irng 
dung; quan 157 dill lieu; van hanh he thong thOng tin; trien khai va ho troy k57 thuat) 
trien khai cong tac bao dam an toan thOng tin trong tat ca cac cong doan lien 
quan den he thong thong tin. 

6. Cac don vi chuyen trach ve an toan thong tin dm cac don vi thu6c B6: 
a) Thvc hien track nhiem cila don vi chuyen trach ve an toan thong tin 

theo quy dinh tai Quy che nay va cac nhiem vp do chili quan he thong thong tin 
phan cong. 

b) Phi hgp chSt che vai cac b6 phan ky thuat thu6c don vi van hanh he 
thong thOng tin trong viec bao dam an toan thong tin trong tat ca cac cong doan 
lien quan den he thong thong tin. 

7. Co quan, to chirc, ca nhan ngoai nganh Tai chinh c6 lien quan: Tuan 
thu Quy che nay, quy dinh cong tac bao ve bi mat nha ntroc cua nganh Tai 
chinh, cac cam ket, thoa thuan \Teri cac don vi thu6c B6 Tai chinh ye dam bao an 
toan thong tin khi cung cap dich vu cong nghe thong tin va thvc hien cac boat 
clong trao doi thong tin voi cac don vi thu6c B. Truong hop tham gia sir dung 
1:mg dpng cira nganh Tai chinh,,phai than thu cac yeu cau, huang dan, quy trinh 
dam bao an toan thong tin cu the ciia img dung. 

Dieu 31. Trach nhi'On ca nhan 

1. Thu tru&ng don vi thu6c cloi tuvng ap dung cua Quy che nay c6 trach 
nhiem: pith bien,t6i timg can b6, cong chirc, vien chirc, nhan vien dm don vi.; 
thuang xuyen kiem tra viec thvc hien Quy che nay tai don vi;,chiu•trach nhiem 
truck phap lust va Lath ciao B6 Tai chinh ve cac vi pham, that thoat thong tin, 
dir lieu mat thu6c pham vi quan 13% dm don vi do khong to chirc, chi dao, kiem 
tra can b6 dm don vi thvc hien dimg quy dinh. 

2. Can b6, cOng chirc, vien chirc, nhan vien cua Bo Tai chinh, cac don vi 
thu6c B6 va cac don vi khac thu6c cloi tugng 6.1,) dung 	quy dinh c6 trach 
nhiem: tuan 	Quy che; thong bao cac van de bat thuong lien quan toi an toan 
thOng tin cho don vi, b6 phan chuyen trach ve an toan than* tin mpg cila don 
vi; chiu trach nhiem tru6c phap lust va Lanh dao don 14 ve cac vi pham, that 
thoat du lieu mat dm nganh Tai chinh do khong tuan thu Quy che. 

3. Tap the, ca nhan vi pham Quy che bao dam an toan thong tin mang B6 
Tai chinh lam anh huong den viec thvc hien nhiem vu chinh tri dm BO Tai chinh 
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KT. B0 TRUbisIG 
TRYONG 

hoc gay phuong hai d6n an ninh gu6c gia thi tay theo tinh chat, mirc dO cua 
hanh vi vi pham se bi xir 157 hanh chinh, xir 1)" l(ST luathoac truy ciru trach nhiem 
hinh sg. Neu gay thiet hai ye tai san thi phai boi thuOng theo quy dinh cua phap 
luat. 

Chiming IX 

TO CHIC THITt HItN 

Dieu 32. TO eh& trien khai Quy the 

1. Cpc Tin h9c va ThOng ke tai chinh, cac tiing cgc, don vi su nghiep, 
doanh nghilep thuOc 13i) xay dirrng Ke ho?ch trien khai Quy the theo mau tai Phu 
luc 6, dam bao den nam 2020 tat ca cac he thong thong tin thuOc quan cua
don vi cltroc phe duyet ho so de xuat cap dO, trien khai day du ho?t clOng giam 
sat an toan thong tin, img ciru sir co an toan thong tin va cac hot dOng khac theo 
quy dinh tai Quy che nay; giri Cuc Tin h9c va Thong ke tai chinh Ke hoach trien 
khai Quy the trong vong 45 ngay ke to ngay Quy the nay có hieu 

2. Cue Tin hoc va Th6rig ke tai chinh tong hop k6 hoach cua cac don vi, 
to chi:rc thao luan voi cac don vi, thong 

de 
thanh ke hw.ch chung dm Tai 

chinh, trinh BO phe duyet, lam can dr de giam sat va don doc tier' dO trien khai 
Quy the cua cac don vi. 

,3. Cac don vi. ra soat ke hoach trial khai Quy the theo Binh kSi hang nam, 
giri ke hoach dieu chinh (neu co) cho Cuc Tin hoc va Thong ke tai chinh kern 
theo Bao cao an toan thOng tin dinh kS7hang nam. 

Dieu 33. RA sok, cap rih4t, bOsung Quy the 

Hang nam, Cuc Tin hoc va Th6rig ke tai chinh to chic xi sok, kiem tra 
tinh phi hop cua Quy che nay voi cac quy dinh cua Nha nu& ye bao dam an 
toan thong tin mang va cac quy dinh, fiat chuan lien quan, ki'em tra tinh clap Ung 
cua Quy the nay (bao gom Chinh sach an toan thong tin mang BO Tai chinh) voi • 
yeti cau thgc to cua Bo Tai chinh; bao cao Bo ve viec cap nhat, 1)6 sung Quy the 
trong trtrong hop can thiet./3" 
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Phu lty 1. Chinh sach an town thong tin mang BO Tai chinh 

1. Bao darn an town ket not Internet 

1.1. Mix dich ket n8i, truy cap Internet: 

a) He th6ng thong tin dugc thiet lap ket n8i Internet cho cac muc dich: 
- Cung cap thong tin; cung cap dich vu cong true tuyen, cac dich vu trong 

pham vi quy dinh cua phap luat. 

- Ket n6i 	he th8ng thong tin,cila cac co quan, to chirc 	phuc vg,hoat 
dOng ngh4 	trao doi thong tin, ph8i hgp cung cap dich vu cong true tuyen. 

- 	Cung cap cling truy cap img dung n9i b9 cho can b9 tir Internet. 
- Cap nhat phien ban phAn m'em, ban va ph'an m6; Cap nhat mau ma 

d9c, mau tan cong. 

b) Can bO, cong chirc, vien chirc cac dcm vi thu9c B9 Tai chinh dugc truy 
cap Internet tai co quan cho cac muc dich: Cap nhat thong tin tinh hinh kinh te, 
chinh tri, xa h9i dm V* Nam va the giOi; Tra ciru van ban quy pham phap luat 
va cac tai 1*1., thong tin tham khao phuc vu cong vic; Sir dung cac dich vu 
hanh chinh cong; Giao dich vOi cac co quan, to chirc lien quan tai cong viec 
dugc giao; Nghien ciru, h9c tap nang cao trinh d9. 

1.2. Cach thirc thiet lap ket n8i Internet: 

a) He thOng,  thong tin khi ket nioi Internet phai thong qua kiem soat cua 
tuOng lira va h" thong bao ve ket nOi truy cap Internet. 

b) Viec truy cap Internet dm can b9, cong chirc, vien chirc dugc thuc hien 
thong qua mot hoac mot so cach thirc sau: Thiet lap mang rieng gom cac may 
tinh chi phuc vu truy cap Internet; Thiep lap mang khong day chi phuc vu truy 
cap Internet; Truy cap Internet tir may tinh lam v*. 

1.3. Khong ket n8i Internet cho cac trueyng hop sau: 

a) May tinh sir dung de dgc, soan thao, ltru trir, in an van ban thu9c bi mat 
nha nuoc; 

b) May tinh xir ly thong tin ten he thong thOng tin cap (10 4 trolen; 
c) May tinh phuc vu quan tri he tilling thong tin; 
d) Toan b9 may chil va thiet bi cong ngN thong tin khong phai may tinh 

ngoai trir cac he thong bat buOc phai có giao tiep voi Internet (cac N thong phuc 
vu truy cap Internet; cung cap giao dien ra Internet dm trang tin din tir, dich vu 
ding, thu dien tir; phuc vu cap nhat ban va he dien hanh, mau ma dgc, mau diem 
yeu, mau tan ding). 

1.4. Ket nOi Internet cho may tinh phuc vu ding v* cua ngueri dung tai 
clan vi bi thu hep pham vi holac bi ngat trong cac tnrong hop sau: 

a) Co,  cong van tir 139 Tai chinh yeu cau thu 	pham vi ket 	Internet 
hoac ngat ket noi Internet Op dung trong cac truOng hop khan cap). 
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b) Lanh dao don vi guy& dinh han the pham vi ket n6i hoac ngat hoan 
toan ket nal Internet may tinh phvc vu ding viec cua nguai dung de dam bao an 
toan cho he thong mang dm don vi va han the cac anh htrong khac cila Internet 
tai hoat dOng dia don vi. 

1.5. Cac bien phap ky thuat bao dam an toan ket n6i, truy cap Internet: 

a) Cac bien phap kS7 thuat t6i thieu: Trang bi Wong lira; Cai d4t phan,mem 
phong, diet ma d6c va cap nhat ban va 	clieu hanh tren may tinh ket noi 
Internet. 

b) Doi veci truy cap Internet tir may tinh lam viec dm can b6 tai cac dan vi 
cap Trung uang, Ai) dung mot ho4c mot so bien phap nang cao sau theo nang luc 
clau tu, van hanh he thong ky thuat cua dan vi: Trang bi proxy, he thong 19c 
trang web theo phan loai va ngan chan truy cap cac trang web nhiem ma (16c; 
Trang bi he thong phat hien, ngan ch4n tan cong c6 chit dich; Cach ly may tinh 
lam viec va mang Internet bang cong nghe VDI ho4c Remote Desktop. 

c) D6i voi truy cap Internet tir may tinh lam viec dm can b6 tai co' quan 
cap tinh, Ong mot hoac mot bien phap nang cao sau theo Wang ltrc dau tu, 
van hanh he thong ky thuat dm don vi: Trang bi proxy; Trang bi he thong 19c 
trang web theo phan loai va ngan ch:an truy cap cac trang web nlam ma d6c; 
Cach ly may tinh lam viec va mang Internet bang cong nghe ao boa VDI ho4 
Remote Desktop. 

d) D6i vai cac trang tin dien tir, dich vv hanh chinh cong va cac irng dung 
phvc vu truy cap to Internet, ap dung cac bien phap bao ve sau: Phong ch6ng 
xarn nhap; Thong lira ung dung web; Danh,gia va khac phvc diem yeu dm he 
thong thong tin; Phong chOng tan cong cho dich vv. 

d) Truy cap mang, img dung n6i b6 tir Internet phai thuc hien xac thuc da 
yeti to. 

d) Mang rieng hoac mang khOng day chi phvc vv truy cap Internet phai 
dugc cach ly vai mang lam viec (tir viing mang rieng hoac mang khong day nay 
khong truy cap dtrgc vao \ding mang lam viec). 

e) Cac he thong kyi thuat dam bao an toan ket n6i, truy cap Internet phai 
dugc bao hanh phan cirng, cap nhat mau ma d6c, cap nhat mau tan cong lien tvc. 
Cong tac giam sat, van hanh cac he th6ng nay phai dugc thuc hien thueng 
xuyen. 

2. Bao dam an than trong hot dOng trao dOi thong tin vol cac to 
chirc, ca nhan ngoai BO Tai chinh 

, 	2.1. D6i 	ca quan, to chirc, ca nhan ngoai B6 Tai chinh c6 thiet lap ket 
noi vao he thong mang cua nganh Tai chinh: 

VUng mang cua to chirc, ca nhan ben ngoai dugc sir dung de ket n6i vao 
mang cua nganh Tai chinh phai dugc kiem soar bang tuong lira; cac may tinh 
trong phan doan mang nay phai dugc cap nhat ban va he dieu hanh, mau pilot-1g 
diet ma d6c; cac tai khoan truy cap he thong tOi thieu phai ap dung mat khau 
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phirc tap; chi dugc k6t not Internet trong truong hgp ket not nay phuc vu true 
tiep cong viec cua cac don vi thuOc BO va dap img quy dinh ye bao dam an toan 
ket not Internet tai dan vi. 

2.2. Eoi tac phat trien irng dung cho cac dan vi thuOc BO Tai chinh có 
trach nhiem dam bao an toan cho cong tac phat trien irng dung, bao gom ca giai 
doan bao tri, bao hanh img dung: sir dung may tinh dugc cap nhat ban lid he dieu 
hanh, phalli mem phOng diet ma dOc; thirc hien cac bien pita') tranh 10 19t ma 
ngutin, phan mem img dung cua nganh Tai chinh va cac tai lieu lien quan; khong 
sir dung cac cong cu phat trier' Ung 	kitting có ban quyen hoac có nguen goc 
khong an toan. 

2.3. Ca.c,  d6i tac cung cap dich vu cong nghe thong tin (bao g'om thir 
nghiem san pham ding nghe thong tin tai he thong mang cua don vi thuOc BO) 
va nhan vien cua doi tac trong tnreng hop tiep 	bi mat nha ntrOc cua 
nganh Tai chinh phai kyi cam ket bao ve bi mat nha 'tuck truck khi trien khai 
h9p &Ong, thea thuan ye dich vu cong nghe thOng tin. 

3. Ban dam an toan tai khoan cong nghe thong tin 
3.1. Tai khoan nguai dimg: 

a) Moi nguai dUng khi sir dung he thong thong tin phai dugc cap va sir 
dung tai khoan truy cap voi dinh danh duy /that 	nguai diing do. TruOng 
hgp sir dung tai khoan dung chung cho mot nhOm ngu6ri hay mot don vi phai co 
ca the xac dinh cac ca nhan có trach nhiem quan157tai khodn. 

b) Tai khoan cua ngtrOi dung khong dugc cap quyen quart tri teen may 
tinh not mang. Tai khoan quan tri may tinh chi dugc sir dung trong truCrng hop 
cai dat phan mem tren may tinh. Tai khoan quan tri may tinh de ban phai do b0 
phan cong nghe thong tin cua don vi nam gift. Doi voi may tinh xach tay, nguai 
dung phai dugc huong dan sir dung dung cach tai khoan quan tri may tinh va có 
trach nhiem thirc hien theo dung huong dan. 

c) Throng hgp ngtrOi dung thay doi vi tri cong tac, chuyen cong tac, thoi 
viec hoac nghi htm phai thong bao kip thai cho bo phan quan 13'T tai khoan cong 
nghe thOng tin de thirc hien dieu chinh, thu hOi, huy be) cac 9uyen sir dung dm 
nguai dung doi voi he thong mang, irng dung. Quy dinh cu the nhu sau: 

- Van ban (guy& dinh ve viec bO nhiem chirc vu la'nh dao, thay dOi vi tri 
cong tac, chuyen cOng tac, thoi viec, nghi frau phai ghi ten 130 phan chiu trach 
nhiem quan ly tai khoan cong nghe thong tin tai phan ghi nai nhan dm van ban. 
Trueng hgp thay doi vi tri ding tac khong sir dung hinh thirc van ban quyet 
dinh, dan vi quan 1y nguai dUng phai thong bao cho bO phan quan ly tai khoan 
cong nghe thong tin bang cOng van hoac theo each thirc quy dinh trong quy trinh 
quan 1y tai khoan cong nghe thong tin ap dung tai don vi. 

- Tai khoan cong nghe thong tin phai dugc dieu chinh, thu hoi, hay 1)6 
trong,  thai gian khong qua 03 ngay lam viec tinh ngay nguoi dimg chinh thirc 
chuyen cong tac ra khoi nganh Tai chinh, thoi viec, nghi huu; khOng qua 05 
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ngay Jam viec trong trtrOng hgp thay dOi vi tri cong tac trong not bo don vi hoc 
chuyen cong tac tai dun vi khac thu8c nganh Tai chinh. 

- Phai c6 van ban a nghi cda don vi quart 1y ngtroi dung trong truOng hop 
can duy tri tai khoan cua ngtroi dung sau thai diem nguoi dung chinh thirc thay 
doi vi tri cong tac, chuyen cong tac, thoi viec, nghi htru; trong do neu ro b'T do, 
cac quyen sir dung can duy tri va thai gian duy tri. 

3.2. Tai khoan quasi tri he th6ng (thie't bi, mang, he dreu hanh, Ung dung, 
co so &I lieu) phai tach biet vai tai khoan truy cap,mang, l'rng dung vOi to cach 
ngtrOi dung th8ng thuong. Tai khoan quan tri he thong phai dugc giao dich danh 
ca nhan lam cong tac quan tri he thong. Han the dimg chung tai khoan quail tri. 

3.3. Xac thuc tai khoan cong nghe thong tin: 

a) Mjt khAu truy cap, sir dung, quan tri he thong thong tin; truy cap thi& 
bi ltru khoa bi mat phai: 

- C6 tOi thi6u 8 1(3'74r. 

- G6m tai thiL 3 trong 4 loci 4 to sau: chit cai vie't hoa (A - Z); chit cai 
viet thuOng (a - z); chit so (0 - 9); cac ky to khac teen ban phim may tinh (' ! 
@#$% ^ & * ()_-+={}[]\1:;"<>,.?/)vadducach. 

- Khong chira ten tai khoan. 

b) Mat Wu phai dugc doi ngay sau khi nhan ban giao tit nguei khac hojc 
c6 thong bao ye sr Co an toan thong tin, diem yeu lien quan den kha nang 18 mat 
khau; mat khau phai dugc doi tOithieu 03 thang mot lan doi vai tai khoan cua 
ngubi dung va 02 thang mot lan doi vai tai khoan quan tri N thong. 

c) Ngtroi dung, ngtrai lam cong tac van tri he tilting c6 trach nhiem bao 
ve thOng tin tai khoan dugc cap, 'thong tiet 18 mat khau hojc dua cho ngtrOi 
khac phtrcmg tien xac thus tai khoan cita minh ngoji trir cac trtrOng hgp: can xir 
1$7 cong viec khan cap ciia dun vi; can cung cap, ban giao cho dan vi cac thOng 
tin, tai lieu do ca nhan quan UT. Chu tai khoan phai dOi mat khau ngay sau khi 
ket thdc xO ly cac viec nay. 

3.4. He thOng tai khoan cong nghe thong tin phai dugc ra soat hang nam, 
dam bao cac tai khoan va quyen truy cap he thong dugc cap phat &mg. Cac tai 
khoan,khong sir dung trong thai gian 01 nam phai bi kh6a hoc x6a b6 (sau khi 
trao dOi, xac nhan voi don vi sir dung). 

4. Bao dam an town may tinh phuc vu cong viec 

4.1. May tinh phuc vu cong viec (bao gam may chit, may tinh quan tri va 
may tinh de ban, may tinh xach tay, may tinh bang phuc vu cong viec cua nguoi 
dUng tai don vi): 

a) May tinh phuc vu cong viec chi dugc cai djt phAn mem theo danh muc 
phan mem do don vi quy Binh va do dan vi/b8 phan chuyen trach ve cong nghe 
thong tin dia don vi quan 1)"7 hoc dugc cung cap theo cac chtrang trinh img 
dung cong nghe thong tin dm 138 Tai chinh va cac ca quan Nha nuOc khac c6 
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tham quyen, dugc cap nhat ban va. 14!)i he dieu hanh ve an ninh, cai dat phAn mem 
phOng diet ma d6c va clap nhat mau ma d6c hang ngay. 

b) Dan vi/b6 phan chuyen trach ve cong nghe thong tin dm don vi chiu 
trach nhiem cai dat phan mem cho may tinh phvc vg cong viec. Nguei dung 
khOng dugc can thiep vao,  cac phan mem da cai dat tren may tinh (thay 

,
g6 

bO,...) khi chua dugc six gong y caa b6 phan cong nghe thong tin caa don vi. 

4.2. May tinh do ca nhan to trang bi phai dap Irng day du cac dieu kien 
duoi day khi ket nOi vao he thong mang caa nganh Tai chinh: 

a) Cai °tat day du cac ban va loi he dieu hanh ve an ninh. 
b) Cai dat phAn mem phong diet ma d6c va cap nhat mau ma d6c gAn 

nhat. 

c) Khong cai (tat phAn mem, cong cu c6 tinh nang gay mat an toan thong 
tin hoac tao rai ro cho he thong mang (cap phat dia. chi mang, do quet mat khau, 
de. quet cong mang, gia lap tan cong,..). 

d) Dugc sg kiem tra va gong y cua b6 phan quan Cong nghe thong tin 
caadan vi hoac dap img yeu cau caa he thong kiem tra tir dOng tren co so.  doi chieu 	cac quy dinh tai diem a, b, c caa khoan nay. 

5. Ban dam an toan vat 1ST cac thgt bi cong ng14 thong tin 
5.1. Cac khu vgc sau phai dugc kiem sok truy cap vat 13',  de phong tranh 

truy cap trai phep hoac sai mgc dich: Trung tam dir lieu; khu vgc chira may cha 
va ,thiet bi luu trir; to mang va dau noi; thiet ngu6n dien va dg phOng dien 
khan cap; phong van hanh, kiem soat, quan tri he thong. Phai c6 n6i quy hoac 
hu6ng dan lam viec trong cac khu vgc nay. 

5.2. Cac diem truy cap khOng day caa don vi dugc bao ve tranh bi tiep can 
trai phep. 

5.3. May cha, thiet bi mang trung tam phai dugc dat tai Trung tam da lieu 
hoac phOng may cha. 

5.4. Thiet bi .thu6c he thOng thOng tin tir cap d6 2 tro len phai dugc bao 
du'ang dinh ky va duy tri the d6 bao hanh lien tgc hoac co ca the sira chira, thay 
the dap img yeu cau ve mire d6 san sang caa he thOng thOng tin trong suot thoi 
gian sir dgrig. 

5.5. Thiet bi xir ly thong tin dm don vi khi mang di bao hanh, bao duO'ng, 
sira chira, phai than 0 cong khoi thief bi hoac x6a thOng tin, du lieu luu trir tren 
thiet bi (trir truong hap mang thief bi di khOi phgc dill lieu). Thief bi luu tra 
khOng sir dung tiep cho cong viecscaa don vi (thanh 	cho, tang) phai dugc xoa 
n6i dung bang phan mem hoac bang thiet bi hay du lieu chuyen dung hay pha 
hay vat V/. 

5.6. Nguei dung sir dung cac thief bi luu tar dir lieu di dOng (may tinh 
xach tay, thiet bi so cam tay, the nha USB, o cirng ngodi, bang tir) de xir ly cong 
viec caa ca quan c6 trach nhiem bao ve cac thiet bi nay va thong tin luu tren 
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thi& bi, tranh lam mat, to thong tin; xOa ngay thong tin ltru trir teen thi& bi sau 
khi hoan thanh xir ly. KEOng mang ra ntroc ngoai thong tin dm ca quan, Nha 
nuac khOng lien quan tai not dung cong viec thvc hien & nuot ngoai. NguOi 
dung sir dung cac thiet bi km trir du lieu di dOng do don vi cap phat khong to 
thue, mua dich vu sao ltru, phvc hoi du lieu khi gap sv co hong hoc ma bac) bO 
ph4n COng nghe thong tin dm don vi de xir VT; khong toy htly cac thiet bi nay 
khi khong con kha nang sir dung. 

5.7. Nguei dung phai thgc hien thao tac khoa may tinh (sir dung tinh nang 
có san tren may) khi raj khOi nai chat may tinh; tat may tinh khi rai khOi co quan. 
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